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PrivacyScore

 Checking the privacy-friendliness of a website

 Trackers, Cookies

 HTTPS, STARTTLS (Mail)

 General Security (security headers, …)

 Information leaks (.git, sqldump.db, …)

 Compare results from multiple websites

 Create rankings



PrivacyScore

 Checking the privacy-friendliness of a website

 Trackers, Cookies

 HTTPS, STARTTLS (Mail)

 General Security (security headers, …)

 Information leaks (.git, sqldump.db, …)

 Compare results from multiple websites

 Create rankings

 Get threatened with the hackerparagraph by scanning targets



Technology

 Django Web-Frontend & Backend

 OpenWPM to automatically access websites

 testssl.sh for TLS-Analyse

 Celery as a distributed task queue

 EasyList + EasyPrivacy als tracker database

 Sentry for catching the inevitable errors

 ❤ FOSS



What we‘re looking for:

 More checks (especially those that don‘t land us in jail)

 More lists of interesting websites

 An API

 Sounds interesting? Get hacking: GitHub.com/privacyscore

PrivacyScore.org


